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1. B=

A& EHT OPEN Alliance DA/ K OVH#{ Ethernet ECU #8114 (TC8 ECU and Networks Test) OAFTEARRLZ 1TV, FEEIZ 4L
AR L7 TC8 OFRBRFNZ DWW THIATK L E 7,

2. OPEN Alliance& (X

OPEN

ALLIANCE

2.1 OPEN Alliance = =&

OpenAlliance (X ## Ethernet £t DAk & #i—3 2 72 OITHE S T2 FEEFIKEAL T,

OPEN Alliance ® OPEN ® &£ One Pair EtherNet T9~,

LA FIEY R o ba—)b« VAT ARXEFGHBITE 200 FLL ED A VN —THE I THET,

OPEN Alliance (3 H#.#{ Ethernet ®#¥ifE % BroadR-Reach & IZEFRT 5 Z L IC K& 2 &EZR-LTnET,

BroadR-Reach i T.2B9i# Cid IEEE 4 (100BASE-T1) CHAENL D L 91272 > T E 23, “OPEN Alliance BroadR-Reach”, i
“OABR” L LTCHHMLNTWHET,

2.1. OPEN Alliance TC DO#E4

1.  OPEN Alliance N TIZW < D0 D Z v —F 12423, Bk Ethernet 55 0BT, B, (HIEREE2T-oCWET, K7 L—
71X “Technical Committee, TCH#” &FHEINTWET,
2. % TCI%, Hi#{ Ethernet HIFOKMHEIKIC DN TELNTHET, LTIV 220 OFEE /R TC £720 £,

TC1 : 100Mb/s BroadR-Reach FEAfARE FE

TC2: By NTV—I D —TNVbaxs Xy

TC6 : MII(Media Independent Interface)

TC7 : HHEIT N7 7 A N—TOXH '~ | Ethernet

TCS8 : ECU O# R

TC9 : BroadR-Reach ¥ # &> h/3— 2 > (1000BASE-T1)
TC10 : #H#f Ethernet DAV —7 /T = A 7 7 v 7HEHE
TC11 : ## Ethernet A1 v F A DOHAE & DR

3. OPEN Alliance TC8

1.  BAF Open Alliance TC8 (2 D\ C O & 72 0 77, 3HMIIE “OPEN Alliance Automotive Ethernet ECU Test Specification
“UEZRT IV,

1) TC8ZiHE# Ethernet ECU OFRGFABROMERER E /L —7 T,

2)  #i# Ethernet ECU D %12 ECU 238 Z LT AUE7e S 72 W EE:, (AR B E LHEFF L £,
3) ECU L#Bat v - OREARE,

4)  ECU ORBRTFIEDOMEE,

5)  E7p ECURBRN TE DB T 2ROV R — |,

6)  EHEAPERRGED B S A RAE T D AR & AR B TRR DS,

U LUF “TC8 stk L Fflf L £

%) BRAYFYEY R -avbO— - SRTLR 3
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3.1. TC8ECU Brft-#E

1)
2)
3)
4)
5)

LUF TC8 ECU SRERBIZRI & 72 0 £9,

i Ethernet #5723 OPEN tHAf & ZARIHHIS T 2 2 & 2 RAET 2 72O OFRBNANRLIE ShTVWET,

T_NTCOERRE SN2 5 Z L1E “Device Under Test (DUT)” D FEAR 22 3 12 BV TRIKRORFEA 2 S ET,

ZRBROEY “F A AT Tester” & MEENF 9,
FE, B va AT b RREE, ERENEE Ethernet BI1EO R 5 H % B N—LET,
8 2 OFRERFEIRIILL FORNKFE ORI DIAE Y £7,

Bk L P AR U —

BgEft4% (OPEN ff4%. Internet RFC %)

HERCHEMA SN DIEME T A —F TR —YF—FEHK/ T A —H
RER 7 N— 7 TR SRR

Bi) “TC8 BAARE" LV Hok,
4.1 Address Resolution Protocol (ARP)
4.1.1 General
Referenced specification
Simulated topologies
Required topology related configuration
Coverage
4.1.2 Parameters used in the tests
User defined configuration parameters for IUT
User defined configuration parameters for TESTER
4.1.3 Terminology used in Test Procedure

3.2. OPEN Alliance TC8 Eafssk

1.

1)
2)
3)
4)
5)
6)
7)

8)
9)
10)

FABRO—EMED X LU OIR U AR A E DL E T,

Synopsis : Bk O TR,
Prerequisites :  ERANCRO O R IT UL B 2RV,
Test Setup: FBRO7=DIZfES bR r Y —,

Test Input Parameters: Z DOFFEDREUCIN T, RIRORBIAK DO T2 DIZER SN T A =X D5 Lo EnpMfEbind h,

Test Procedure: Tester & DUT &% DOiRERIEEF DF =,
Pass Criteria : REBRIEE & —F L7z Tester & DUT ICHIfF S HREBR /SR L2 3E DU,

Test Iteration : fil (X, BT — ¥ BUERGA, TERR DT A —Z TORBPMLERF AT, ED L ITHBE

% SOk,

Reference (optional) :  #ABRICBEE L 7= f1EE,
Notes : EBMOME#HR (BFZEH)

i)

ICMPv4_TYPE_10: ICMPv4 Echo Reply message (incorrect ICMP checksum)

:'i'he (He[ksum i‘: the 16:I}il oné“‘.-« :(nmblenwnt ﬁrthé one's |:r_nmp.\emenl sum of the ICMP
imessage starting with the ICMP Type. For computing the checksum, the checksum field

Synopsis ishould be zero. If the totallength is odd, the received data is padded with one actet of
izeros for computing the checksum, (Mote: This tests that a node does not send ICMP Echo
IReply if ICMP Checksum is incorrect)

Prerequisites f(hmksa(liuu|1|e|9l4||iai'les
Test setup (Topology 1

Test Input |«invatidchecksums
Parameters  [Check section “Parameters used in the tests”

|1. TESTER; Send an ICMP Echo Reguest to <Diface-0>, containing:
- IP Source Address field set to address of host-1
- IP Destination Address field set to address of DUT
- Checksum field set to <invalidChecksums
12. TESTER. Listen (for up to <ListenTime:= seconds) on <DIface-0=
3. DUT: Do not send ICMP Echo Reply

Pass Criteria |3 DUT: Do not send ICMP Echo Reply

Test
Procedure

Reference |RFC 792 p15 Echo or Echo Reply Message (MUST)

MNotes

3.2.1 TC8 DBtk FL IR

(#%) BRA >V FYEYF-aYrA—L YRTLX
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3.3. TC8IZOWTOHEZEIF

1)
2)
3)
4)
5)

6)

4,

BI{E (2016 4F 10 HBIfE) TC8 maEki: 600 82 Tk,

RNV RBRIIERO AR o— 2 AT 2 REERH Y . e > N7 v IREMIC R BN RS T,

WL DORBRITHATI A, T OMORBITIET ITEMERRBRE 220 57,

RBRFEN DL < ORBRITIFHZICEEL TV, LV IRMSHA SN FIETERT A LR TEET

WL ONOiRER T DUT ORBRAZBD DENCEO v b7 v FPRMETT,  FL T, BBRY A A2k - IS S A2 3 L
LET,

DUT 2 1E L < 8Ed 2 F 2 iR 9 5 il RBRITE: B & ORER A LI T,

TC8RBRIE

LUTFIC TC8 il 4 /s L E3 (“TC8 MBRMIARE 2> S ),

2 Test Scope Layer 1 of Automotive Ethernet
2.1 Interoperability Tests
2.2 PMA

3 Test Scope Layer 2 of Automotive Ethernet

3.1 Overview & Requirements for ECU Automotive Ethernet Switch Testing Test Scope
3.2 VLAN Testing

3.3 QoS Testing

3.4 General Switch Testing

3.5 Ingress Filtering

3.6 Diagnostics

4 Test Scope TCP/IP Protocol Family

4.1 Address Resolution Protocol (ARP)

4.2 Internet Control Message Protocol Version 4 (ICMPv4)

4.3 Internet Protocol Version 4 (IPv4)

4.4 Dynamic configuration of IPv4 Link Local Address

4.5 User Datagram Protocol (UDP)

4.6 Dynamic Host configuration Protocol Version 4 (DHCPv4) Server
4.7 Dynamic Host configuration Protocol Version 4 (DHCPv4) Client
4.8 Transmisison Control Protocol (TCP)

5 Test Scope Automotive Protocols
5.1 Scalable service-Oriented MiddlewarE over IP Protocol (SOME/IP)

4.2 TC8 BRI

41. %2EFE: Test Scope Layer 1 of Automotive Ethernet

1)
2)
3)
4)

5)

BroadR-Reach D& L~ )VESHRRIC 7 4+ — DA ST B E 720 £,

EZERBREITNET,
Golden Device (BEIZERFES LTS T A A(FRIZ)) #EHALET,
Test areas:

Section 2.2.2: Transmitter electrical specifications
Section 2.2.3: Receiver electrical specifications
Test setup :

Test system

Pass

B Fiter B

4.1.1 “Test Scope Layer 1 of Automotive Ethernet “ Test setup

%) BRAYFYEY R -avbO— - SRTLR 5
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4.2, E3E: Test Scope Layer 2 of Automotive Ethernet

1) EIZ BroadR-Reach A1 v FDO/N— R =7 OIELWEEEZRIET D40 E 720 7,
2) W hAR e Y—1L, Tester PC RIZHE DK — & DUT AA v F & 4EE LET,
3)  Test areas:
Section 3.2: Basic VLAN testing
Section 3.3: QoS testing, VLAN priority handling
Section 3.4: General switch testing, frame handling, port configuration
Section 3.5: Ingress filtering, bandwidth limiting, port forwarding
Section 3.6: Switch diagnosticsSection 2.2.3: Receiver electrical specifications
4) Test setup :

P1
P4

\ P2 P3 Mgm
o P1
. = Traffic

P2

P3

, Automotive Ethernet
Test Device |- | ECU

4.2.1 “Test Scope Layer 2 of Automotive Ethernet “ Test setup

4.3. E4FE: Test Scope TCP/IP Protocol Family
1. B 4EIEMSNIZARIT “TC8 RERLARE" Pk 80%% L EEH /&M L TV ET,
4.3.1. 4.1 Address Resolution Protocol (ARP)?
1) THAAARZT—WEETHZ L E2ED ARP A v 2 — V% EHICEESET D 2 & 2 RaET 2k,
2)  Test areas:
Section 4.1.4.1: ARP Request messages and ARP cache handling

Section 4.1.4.2: ARP Reply messages, error handling and timeout
3) Test setup :

<Tlface-0> <DIface-0>

) ECU

4.3.1.1 “Test Scope TCP/IP Protocol Family “ Test setup

4.3.2. 4.2 Internet Control Message Protocol Version 4 (ICMPv4)

1) #Y7e%&FEOT DCU @ ICMP X v t— Y OAKR L IGEMEDT = v 7,
2)  Test areas:
Section 4.2.3.1: Generation of ICMP messages under error conditions

Section 4.2.3.2: Tests of specific ICMP message types
3)  Test setup ( “TC8 RERIIALE"SR)

2 PIF ARP & ft# L7=#413 Address Resolution Protocol % &M L 97,

(#%) BRAMVFJEYF-aYrA—L - YRTLX
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4.3.3. 4.3 Internet Protocol Version 4 (IPv4)

1)
2)

3)

DUT @ IPv4 BEREDO K FHABR 21TV E T, 2L IP 28 TCP/AP 2RORpZ KT 7-d & THEETT,
Test areas:

Section 4.5.5.1: Message format

Section 4.5.5.2: Port handling

Sections 4.5.5.3-4: Message length checks and padding

Section 4.5.5.5: Field contents and value checks

Section 4.5.5.6-7: User address and port specification

Section 4.5.5.8: Broadcast and multicast address handling

Section 4.5.5.9: IP option handling

Sections 4.5.5.10-11: Multihoming and invalid addresses

Section 4.5.5.12: TTL and TOS field handling

Section 4.5.5.13: Passing ICMP error messages to Application Layer

Test setup ( “TC8 FRER{LERE"S )

4.3.4. 4.4 Dynamic configuration of IPv4 Link Local Address

1)
2)

3)

DUT TIP 7 KL A DHCP % — "I FEERE N T & R WIGE O B Ok EREE D3R,
Test areas:

Section 4.4.6.1: Basic operation

Section 4.4.6.2: Address selection, probing and defense

Section 4.4.6.3: Claimed address announcement

Section 4.4.6.4: Conflict detection and resolution

Section 4.4.6.5: Packet forwarding

Section 4.4.6.6: Handling of link-local packets

Section 4.4.6.7: Interaction with hosts using standard addresses
Section 4.4.6.8: Network partition healing

Test setup ( “TC8 FRER{LERE"S )

4.3.5. 4.5 User Datagram Protocol (UDP)

1)
2)

3)

DUT @ User Datagram Protocol (UDP)3£% 355,

Test areas:

Section 4.5.5.2: Port handling

Sections 4.5.5.3-4: Message length checks and padding
Section 4.5.5.5: Field contents and value checks

Section 4.5.5.6-7: User address and port specification
Section 4.5.5.8: Broadcast and multicast address handling
Section 4.5.5.9: IP option handling

Sections 4.5.5.10-11: Multihoming and invalid addresses
Section 4.5.5.12: TTL and TOS field handling

Section 4.5.5.13: Passing ICMP error messages to Application Layer

Test setup ( “TCS8 RER{LEEE"S )

4.3.6. 4.6 Dynamic Host configuration Protocol Version 4 (DHCPv4) Server

1)
2)

3)

DUT @ DHCP ¥ — D@ {ERER.

Test areas:

Sections 4.6.6.1-2: General operation

Section 4.6.6.3: Address allocation

Section 4.6.6.4: Address reuse

Section 4.6.6.5: Server parameters

Section 4.6.6.6: Constructing and sending messages

Section 4.6.6.7: Administrative controls

Sections 4.6.6.8-12: Handling of specific DHCP message types
Test setup ( “TC8 FRER{LERE"S )

4.3.7. 4.7 Dynamic Host configuration Protocol Version 4 (DHCPv4) Client

1)
2)

3)

DUT @ DHCP 7 7 A 7 >  O#Ei{ERER,

Test areas:

Section 4.7.6.1: General operation

Section 4.7.6.2: Address allocation

Section 4.7.6.3: Address reuse

Sections 4.7.6.4-5: Client parameters and usage details
Section 4.7.6.6: Constructing and sending messages

Section 4.7.6.7: Details of DHCPREQUEST message handling
Section 4.7.6.8: Network address initialization and allocation

Sections 4.7.6.9-10: Lease handling, renewal and expiration
Test setup ( “TC8 FRER{LERE"S )

(#%) BRA >V FYEYF-aYrA—L YRTLX
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4.3.8. 4.8 Transmission Control Protocol (TCP)

1)  DCU @ Transmission Control Protocol (TCP)¥%HEDRER,
2) Test areas:
Section 4.8.6.1: Connection establishment
Sections 4.8.6.2-3: Checksums and error handling
Sections 4.8.6.4-8: Interaction with the Application Layer
Sections 4.8.6.9-10: Invalid packet and flag handling
Section 4.8.6.11: Connection termination
Sections 4.8.6.12-21: Detailed operation: flags, options, congestion avoidance, error handling and recovery
Sections 4.8.6.22-26: Segment size specification, MD5, advanced options
Section 4.8.6.27: Special connection establishment handling
Sections 4.8.6.28-32: Header field details
3)  Test setup ( “TC8 RERIARE"S M)

4.4. 5% Test Scope Automotive Protocols

4.41. 5.1 Scalable service-Oriented MiddlewarE over IP Protocol (SOME/IP)

1)  DUT ® SOME/IP ¥ D 3BR,
2)  Test areas:
Section 5.1.4.1: Setup verification
Section 5.1.4.2: Message format* Section 5.1.4.3: Options array
Section 5.1.4.4: Server discovery messages
Section 5.1.4.5: Server discovery communication
Section 5.1.4.6: SOME/IP basic functionality
Section 5.1.4.7: SOME/IP on-wire functionality
Section 5.1.4.8: RPC protocol
3) Test setup

';v <Tiface-0> <DIface-0> ECU
p—
e

HOST = . DUT

TOPOLOGY-1 TOPOLOGY-1

4.4.1.1 “Scalable service-Oriented MiddlewarE over IP Protocol (SOME/IP) “ Test setup

(#%) BRAMVFJEYF-aYrA—L - YRTLX
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5. Vehicle Spy 3i2L5TC8DFBR
51. #HBRIVATA

1. WkECrE, 4R 26 L C TC8 @ Address Resolution Protocol (ARP)iER GGRER%EGK 50) 1B L T, W< D0 DikBR
(20~30) ZFEM L THBY £+, LUIFICERIIToRBRY AT AKEZRLET,

Ny al USB i Ryay 2 Ry
77540 ouri || e
Ethernet
(10/100
BASE- Ethernet
ki ) (10/100BASE-T/Tx)
£E3.77 RAD-Galaxy RAD it
BroadR-Reach 5t Moon

4.5 —40V EJR

5.1.1 Vehicle Spy3 # i/ L 72#Brs 27 A

2. FERO ECURBRICE L Ti3, DUT llZ ECU ICE XA TITH Z L2 79, DIFICRRI A7 A EZ R LET,

NV ar1
= - BEHD ECU
(7 A & —1g1) (DUT 1)
Ethernet
(10/100
BASE-
T/Tx)
et RAD-Galaxy

BroadR-Reach #f¢
(RAD-Galaxy 13 Mini50m = % 7 % %l L TV )

4.5 — 40V B
5.1.2 EEED ECU il L 73R 27 A
5.2. #HBFI“ARP_21: ARP request reception (Hardware Type wrong)
1.  LAFIZ “ARP_21: ARP request reception (Hardware Type wrong) “O#RERFIZ /R L E T,
1)  ARP_21 OE%E (Synopsys)
ARP "7 v bEZELERA, ZETV2—VEUTOL I RT LAY X AZEBRTHT FLARREY 2—/L (Address
Resolution module) (Z/3%7 v M EFELET,

ADOFMENINEER T LTy NS5 2
ar$hrd T NN— R =27 Z A THH o TNEHN?

L) TAX—IN—RU =T H AT 74—V RERE, ARPUV VAT hOTRTOT 4 —/L ROIELWMERZXD, LT
ARP X ¥ vy a2z M) —%2 27 V7 4AL5CDUT 22X ELTCWET, "~RUx=T XA T 74—V RIEIRMDON—RT 2T XA A
DENRE Yy &, TAZ—=ZDUT AW )3725 ARP L ARV A HELRNWI L2 HFHF LTV ET,

2) AL AT A
“K 5.1.1 Vehicle Spy3 ] L 723k 2 7 L7 2,

%) BRAYFYEY R -avbO— - SRTLR 9
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3)  WBFIE

THRIZH Y ET L 1T, B TIEY D Vehicle Spy3 O FlilHE"Function Blocks”, “Graphical Panels” %% L C, P_21 OBk
WENORLERBRAFER T DL HICAZ Y 7 Foitih 21T > TH Y “Graphical Panels” E SR Z &2 Z LIk » CTREEZITH 2
ENRTEET,

File Setup Spy M nent Embedded Toels Scripting and Automation  Run  Tools  Help

lm ~| Online Platform:| Internal VS37IP (galaxy test 1.0) iy |4, | | Deskiop1

8 Giaphical Panets [0 Function Blocks [?JI §2) signal List I:)STI'J Application Signals [")_(:‘I Tu Panel ngﬁt Metworks I:{(J

oo Messages Editor IXJIE Text AP Temninal D(_JI@ Messages [

TC-8ARP ol | ﬂ r Test r Common Tester Configuration Parameters ———— - Dev
b Desaiption Value
iy 2 HOST-1HP 10.0.1.1
Losd ARP-18 ke et
Farameters Diace0-F 10021
ParzmListenTime 5
Loed ARP-17 MAC-ADDR-1 00:FC:70:00:01:01
Pan | Run ARP-17 | .
- Test § MAC-ADDR-2 00:FC:70:00:01:02
¥
MAC-ADDR-3 00:FC:T0:00:01:03
Load ARP-18
Dty Run ARP-12 . DIFACE_0_MAC_ADDR 00:FC:70:00:02:01
AREIT_MAC_ADDR 12:34:58:78:90:00
Load ARF-18 ARF_HARDWARE_TYPE_ETHERNET 1
Run ARP-13 o ¥
Ferameters r Test Synop ARF_HARDWARE_TYPE_UNKNOWN 255
ETHERNET_HW_ADDR_LEM &
Losd ARP-20 =
X UNKNOWN_HW_ADDR_LEN 1
e | Run ARP-20 | . {_HW_ADDR_ 2
ARF_PROTOCOL_IFV4 0300
ARP_PROTOCOL_UNKNCWN 85535
Load ARF-21
e Run ARP-21 IPV4_PROTOCOL_ADDR_LEN 4
UNKNOWN_PROTOCOL_ADDR_LEN F]
ARP-TCLERANCE TIME 1
N AR_DP_REQUEST 1
SLEAT TN T T
B I VA S— :
. D B N r Test-Specific Configuration Parameters
Es I = — A7 = N N
SR U7 8T A— B RGERR Y v e
Destination MAC Address (Value) 00:00:00:00:00:00
Source MAC Address (Value) 00:00:00:00:00:00
EtherType or Length (Value) ARP
Hardware Type (Valus) 1

5.2.1 Vehicle Spy3 %Z i H L 7= TC-8 ARP i ® GUI

HYEF LA T IERE LED 2354 L E T,

Py 3 Professional

File Setup SpyNetworks Measurement Embedded Tools Scripting and Automation Run  Tools  Help

Platform: Internal VS3ZIP (galaxy test 1.0) [FHIEN [ Desktop 1 j

i@ Graphical Panels [5G Function Blacks f_)_(:liﬁ Signal List [ X | |': Application Signals D_(_]| E, TxPanel I-_)_(—”% Networks \:ﬂl“‘»“ Messages Editar [)_(__Ilﬂ Text &P1 Teminal I-_)_(—Il @ Messages D_(_Jl
TC-8 ARP  tomel ﬁ r Test: ARP_21 - §4.1.42 (P86) ———  Common Tester Configuration Parameters ——— - Device Status Dit
B catiipiinn Desciption Value el it
ngleid sy || . ek ST ik Tester Status: Sent DUT_Cc
Parameters \ AR request reception (Hardware Type wiong) Diface 017 10021
Tester Status: Sent ARF Re
ParemListenTime 5
= DUT Stetus: Received DUT,
Load ARP-17 TS MAC-ADDR-1 00:FC.70:00:01:01 1
Paramsters L Tester Status: Waiting for Al
~ Test S y MAC-ADDR-2 O0:FC.70:00:01:02
- MAC-ADDR-2 00:FC:70:00-01-02 et ik ol ol
Load ARP-18 ! i ; i
Parametess RO \) et m;;”ggfﬁ it 'E"E)ﬁ e e DIFAGE_U_MAC_ADDR 00:FC:70:00:0201 DARGE s e
an ARP Reply ARBIT_MAC_ADDR 12.34:56:78:20.00 s
Load ARF-1S y ARP_HARDWARE_TYPE_ETHERNET 1 JEEE =t e
Run ARP-18 -
Farameters \ r Test Synop: ARP_HARDWARE_TYPE_UNKNOWN 255
= ETHERNET_HW_ADDR_LEN 8
A i When an sddress resolution packet is received. the receiving Ethemet
i Run ARP-20 f madule gives the packet to the Address Resalution medule which goss UNKNCWN_HW_ADDR_LEN 12
Parameters X\ ¥
through an to the following:Negt indicate ARP_PROTOCOL_IPVE 2800
2 end of processing and a discarding of the packet ?Da | have the hardware
ARP-21 o type in arShid? (Note:Here TESTER is sending comedt valuss for all the ARP_PROTOCOL_UNKNOWN 65535
B Run ARP-21 L fields in the ARP Request packet except hardware type field and also |PV4_PROTOCOL_ADDR_LEN z
TESTER is configuring DUT to clear its ARP Gache entriss. The hardware:
type field s 5=t o &n unknown hardwars type valus, and TESTER sxpets UNKNCWWN_FROTOCOL_ADDR_LEN 8
that DUT will not send any ARP Response) ARP-TOLERANCE-TIME 1
\ AR_OP_REQUEST 1
o By AR_OP_REFLY z
AN HUERE LED JAT E -
1. DUT CONFIGURE. Configurs DUT to dlear the Gynamic entries in the
ARP Cache & Z
of <Diface-0> r Test-Specific Configuration Parameters
- containing I Address <HOST-1-IP> Desaiption i
2 TESTER: <HOST-1> Sends ARP Request to DUT through <Difsce0>
e Destination MAC Address {Value) FF.FFFE.FF.FFFF
- Sender |P Address sel to <HOST-1-IP> Source MAC Address (Value) 00:FC:70:00:01:01
- Target [P Address set o <Diface0-IP>
- Hardware Type set to ARP_HARDWARE_TYPE_UNKNOWIN Ll ear epa i) EE

5.2.2 TC-8 ARP #E /< 2B Dk LED AT
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File Setup SpyMetworks Measurement Embedded Tools Scripting and Automation Run Toals Help

Jic

i@ Graphical Panels -l::— Function Blocks | X || §5) Signal List| X || " Applcation Signals [ X |[ B Tx Panel[ X || 7 Metworks [ X || == Messoges Edior [ X || B Test 4P Teminal [ X || @ Messages| % |

TC-8ARP amss | | nestii

Losd ARP-16

| Run ARP-18

e .
Losd ARP-17
| Run ARP-17 | .
Losd ARP-18
& | Run ARP-18 | .
Load ARP-19
i | Run ARP-19 | .
Losd ARP-20
i | i | .
Load ARP-21 <
Run ARP-21 L

5 HARFaAb

BEALAR— 377 A LTHDENET (FREH),

- Test: ARP_21 - §4.1.42 (P86)
r Test D

ARP request reception (Hardware Type wreng)

r Test Summary
Verify that the DUT rejects an ARP Request received with an incomect
Hardware Type: than 1 for does with
n ARP Reply:
r Test Synopsi
When an address i is received, i
‘module gives the packet to the Address Resalution module which goes
ilar to the i itionls indicate

of the packet ?Dc | have

r Common Tester Configuration Parameters

Desaiption Value
HOST-1-IF 10014
Difece 01 10021

ParamlistenTime 5
MAC-ADDR-1 00:FC:70:00:01:01
MAC-ADDR-2 QD.FC..TU :00:01:02
MAC ADDR 3 Q0:FC70:00:01.03

DIFACE_0_MAC_ADDR 00:FC:70:00:02:01

ARBIT_MAC_ADDR 12:34:56:78:90:00
ARP_HARDWWARE_TYPE_ETHERNET ]
ARP_HARDWARE_TYPE_UNKNOWN 255
ETHERNET_HW_ADDR_LEN )
UNKNOWN_HW_ADDA_LEN 12
ARP_PROTOCOL_IPV4 0800

through b
{ sn end of processing and a discardi

\gi B NG OHA 7R LED AAT

type fiskd is set fo an unknown hardware type valus, and TESTER sxpacts
that DUT will not send any ARP Response)

r Test Procedure

1. DUT CONFIGURE: Configure DUT to clesr in the

ARP_PROTOCOL_UNKNOWN

|PV4_PROTOCOL_ADDR_LEN f

UNKNOWN_PROTOCOL_ADDR_LEN
ARP-TOLERANCE-TIME

f]
1
AR_OP_REQUEST 1
AR_OP_REPLY Z

ARP Cache
of <Dlface0>
- containing IP Address <HOST-1-IP>
2. TESTER: sHOST-1> Sends ARF Request to DUT through <Dlface0>
g
- Sender IF Address set to <HOST-1-P>
- Target [P Address set to <Diface-0-F>

- Hardware Type sel to ARP_HARDWARE_TYFE_UNKNOWN

r Test-Specific Configuration Parameters

Desaiption Value

Destination MAC Address [Value)
Source MAC Address (Value)

FFFFFFFRFFFF

00:FC:70:00:01:01

EtherType or Length [Value) ARP

5.2.3 TC-8 ARP Bk NG I DR LED /AT

FROEFEIZLY txt 7 7 A MIEBETEET,

TC-8 ARP Test Report: ARP_21

r Device Status Dis|
 Tester Status: Test Start ARP
Tester Status: Sent DUT_Con
Tester Ststus: SentARP Reat
Tester Status: Waiting for ARE
Tester Status: No ARF Reply |
Tester Status: Test passed.
Tester Status: Test passed.

77 A N7 #—~<v ME htm XTI A, “"Function Blocks”® A 7 U

TC8 Spec
Location 74.142 (P86)
Test \
Description ARP request reception (Hardware Type wrong)
;:flsmary Verify that the DUT rejects an ARP Request received with an incorrect Hardware Type value (other than | for Ethernet) and does not respond with an ARP Reply.
When an address resolution packet is received, the receiving Ethernet module gives the packet to the Addrass Resolution module which goes through an algorithm similar to the
Test following Negative conditionals indicate an end of processing and a discarding of the packet 7Do [ have the hardware type in ar$hrd? (Note:Here TESTER is sending correct
Synopsis || values for all the fields in the ARP Request packet except hardware type fisld and also TESTER is configuring DUT to clear its ARP Cache entries.The hardware type field is set
0 an unknown hardware type value, and TESTER expects that DUT will not send any ARP Response)
1. DUT CONFIGURE: Configure DUT to clear the dynamic entries in the ARP Cache
of {Dlface=0>
- containing IP Address <HOST=1-IP>
2. TESTER: <HOST=1> Sends ARP Request to DUT through <Dlface=0>
Test containing
Procedure - Sender IP Address set to <(HOST=1-I1P>
= Target IP Address set to <DIface-0-IP>
= Hardware Type set to ARP_HARDWARE_TYPE_UNKNOWN
3. TESTER: <HOST-1> Listens (up to <ParamListenTime>) on <DIface-0>
4. DUT: Does not send ARP Response
Test Pass .
Criteria DUT: Does not send ARP Reply.

5.2.4 TC-8 ARP
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Common Tester Configuration Parameters

HOST-1-1P: 10.0.1.1

Dlface-0-1P: 10.0.2.1

ParamListenTime:5

MAG-ADDR-1: 00:FC:70:00:01:01
MAC-ADDRZ: 00:FC:70:00:01:02
MAC-ADDR-3: 00:FC:70:00:01:03
DIFACE_O0_MAG_ADDR: 00:FC:70:00:02:01
ARBIT_MAC_ADDR: 12:34:56:78:90.00
ARP HARDWARE TYPE ETHERNET: 1
ARP_HARDWARE_TYPE_UNKNOWN: 255
ETHERNET HW ADDR LEN: 6
UNKNOWN_HW_ADDR_LEN: 12
ARP_PROTOCOL_IPV4: 0800
ARP_PROTOCOL_UNKNOWN: 65535
IPV4 PROTOCOL ADDR LEN: 4
UNKNOWN_PROTOCOL ADDR_LEN: 8
ARP-TOLERANCE-TIME: 1

AR OP REQUEST: 1

AR_OP_REPLY: 2

ARP Request Configuration Parameters

Destination MAC Address: FF-FF-FF-FFFFFF
Source MAC Address: 00:FC:70:00:01:01
EtherType: ARP

Hardware Type: Invalid State

Protocol Type: IPv4

Hardware Address Length: 6

Protocol Address Length: 4

Operation: Request

Sender Hardware Address: 00:FG:70:00:01:01
Sender Protocol Address: 10.0.1.1

Target Hardware Address: 00:FC:70:00:02:01
Target Protocol Address: 10.0.2.1

Test Activity

» Tester Status: Test Start: ARP_21

» Tester Status: Sent DUT Configure command to clear dynamic ARP cache entries for Tester [Pv4 address (10.0.11)

» Tester Status: Sent ARP Request to FF:FF:FF.FFFF:FF - Target 00:FC:70:00:02.01 / 100.2.1 = Sender 00:FC:70:00:01:01 / 10.0.1.1
» Tester Status: Waiting for ARP Reply from DUT to Tester with timeout interval of § seconds.

» DUT Status: Received DUT Gonfigure Gommand: Glear dynamic ARP cache entries for Tester IPvé address (10.0.1.1).

» DUT Status: Dynamic cache entries for Tester IPv4 address cleared.

» DUT Status: Invalid Hardware Type value detected: expected “1”, saw "255". ARP message discarded

+ Tester Status: No ARP Reply received from DUT to Tester after timeout interval of § seconds.

» Tester Status: Test passed.

Test Result

» Report ARP_21: Passed

5.2.5 TC-8 ARP ik L iR — K (2/2)
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